Security for the Real World.
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Sourcefire RUA™ (Real-Time User Awareness)

USER INTELLIGENCE FOR ENTERPRISE THREAT MANAGEMENT (ETM)

By integrating Intrusion Prevention System (IPS), Network
Behavior Analysis (NBA), Network Access Control (NAC), and
Vulnerability Assessment with actionable intelligence — all
under one management console — ETM is drawing the praises
of risk, compliance, and security professionals who are finding
it to be a far more effective and efficient approach than their
current security solution. Within Sourcefire’s ETM approach,
the user intelligence of Sourcefire RUA™ is the perfect
complement to the network intelligence found in the solution.
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MATCH USERS ID TO IP ADDRESSES IMMEDIATELY
O

Sourcefire RUA
at a glance:

Matches user IDs to IP
addresses

Complements and
enhances the
Sourcefire 3D System

Correlates threat,
endpoint, and network
intelligence with user
identity

Speeds resolution of
issues

Eliminates manual
efforts to track users

Has no network impact

Uses the same data
collection sensors as
Sourcefire IPS™ and
Sourcefire RNA™

Identifies employees
hacking into internal
systems

Identifies employees
misusing network
bandwidth

Provides visibility on
users running non-
standard or unauthorized
applications

Allows an administrator
to set up remediation
policies for specific
user IDs

Who wouldn't love to be able to list — in seconds — the
actual identities of those people who continually download
those enormous files or run unauthorized applications?
With potentially tens of thousands of IP addresses in an organization, right now
tracking a single user of an IP address can be like finding a needle in a haystack. Sure,
you can do it but you've probably lost a half hour in the process. With RUA’s user
tracking, you can identify actual users immediately and rapidly respond to a potential
network threat or attack —speed resolution to network events, more tightly control the
environment, and improve your network security decision-making. RUA uses LDAP
and Active Directory domains as its sources of data to build user intelligence.

Much more than a stand-alone user identity product, RUA enhances the Sourcefire
3D™ System with powerful user identification capabilities to directly correlate
individual user logins with specific network behavior, traffic, and events. In addition to
providing network administrators with actionable intelligence that identifies the source
of policy breaches, attacks, or network vulnerabilities, RUA also enables user-based
policy and response rules for greater control.

GAIN GREATER VISIBILITY WITH INTEGRATED USER AWARENESS

As a complement to your existing Sourcefire solutions, RUA gives you integrated user
awareness never before available, including:

» 24x7 passive identity discovery with comprehensive user identity information capture
including e-mail and IP addresses

» User connection with all the IP addresses it's currently using and a time stamp to support
long-time horizon analysis and forensics

» Automated correlation of identity with security events — threat, NBA, NAC, or policy events

When added to the Sourcefire 3D System, RUA provides real-time user identities of IP
addresses in Sourcefire IPS™ and Sourcefire RNA™ event data, hosted system data,
and reports. User identities can also be included in table views and workflows as well
as flow data information and graphs. Now Sourcefire customers can correlate user
intelligence with network intelligence for a more informed understanding of how the
network is being used.
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Discover. Determine. Defend.

Table View of Users

VQuery Constraints (Edit Query Save Query) Disabled Columns

Intrusion Events | RMA Events | Hosts | Host Attributes | Services | Client Apps | Flows | Vulnerabilities | Compliance Events | White List Events | Users | Remediations

i Nl "H" Abe Lincoln (abel) Abe Lincoln abe lincoln@presidents. gov historic figures

B Benjamin Franklin (benf] pa 1041511 Benjamin Eranklin historic figures

i N "H‘I Christopher Colombus (chrisc) pg 1041525 Christopher Colombus historic figures (410) 803-1492

3 "‘j" Dorothy Dandridge (dbld) g 10.4.15.29 Dorothy Dandridge historic figures

o Edagar Poe (edgarp) py 10.4.15.27 Edaar Poe ed.poe@poets tv historic figures

B[ 2 Erancis Xavier (Francisx) @ 1021528 Fonoo e S

M 'H" Genghis Khan (genghisk: gy 10.4.15.12 Genghis Khan |H:!x4\xis H:!\nmis muatasets @sw‘mchte Pie @'Frim % Export Data ﬂnewwindm
Delete | Del Flows by Initiator User (top 10)

(2007-05-08 13:59:59 - 2007-05-08 14:59:59)
where Initiator is 10.4.15.12

(Showing 1 -7 of

Security administrators can view user identities within
event data without having to perform an external lookup.

GAIN GREATER CONTROL AND
COMPLIANCE

RUA significantly improves audit controls and

& o
assures regulatory compliance by linking & Mk
events directly to individual users. For greater @
control, you can set policies and rules once ot

based on user IDs and apply these across your Initiator Ussr
Sourcefire Intrusion Prevention, NBA, NAC,
and Vulnerability Assessment ETM components.

WORK SMARTER WITH SOURCEFIRE RUA

Whether your organization is using all or part of the Sourcefire 3D System, adding the
powerful user intelligence capabilities of RUA speeds incident containment, enhances
control, eliminates manual efforts and associated costs, and improves decision-making.

For more information about the Sourcefire 3D System, including RUA, contact your
Sourcefire sales representative or call 1.800.501.6008.

www.sourcefire.com

SOURCEFIRE®, SNORT®, the Sourcefire logo, the Snort and Pig logo, SECURITY FOR THE REAL WORLD™, SOURCEFIRE 3D™, SOURCEFIRE DEFENSE CENTER™,
SOURCEFIRE iPS™, SOURCEFIRE MASTER DEFENSE CENTER™, ESTREAMER™, SOURCEFIRE RNA™, SOURCEFIRE RUA™, DAEMONLOGGER™, OFFICECAT™
NETWORK USAGE CONTROL™ (NUC) and certain other trademarks and logos are trademarks or registered trademarks of Sourceflre Inc. in the United States and
other countries. Nessus is a trademark of Tenable Network Security, Inc.

snuncEfTre o REV.1 1 5.2007 SOURCEFIRE RUA - 2 %





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


